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www,cs,vu.nl ol Sl DNS govins culgs o

UDP source port=x | UDP destination port = 53

Transaction ID = 1337 Flags

Number of question = 1

Figure 8-3. A DNS request for www.cs.vu.nl.

The flags indicate things like:
this is a standard query and
recursion is desired (RD = 1)
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UDP source port =53 | UDP destination port =

(same as inrequest!)

__________ The reply flags may indicate that this

Transaction ID = 1337 Flags is a reply and recursion is not possible
(RA = 0)

..........

Number of question =1 Number of answers =0

Number of resource records | Number of resource records
of authoritative servers =2 with additional info=2

What is the A record of www.cs.vu.nl?

x*AU’[hOI’I'[a'[IVG server: nsi.vu.nl

“‘*~~~Author|tat|ve server: n52 vunl

_L-Additional/glue record: nstvunl - = 130371294 .

\“‘*-Addjt_i_c_)_r_]allglue record: ns2.vu.nl ->130.37.1 295

Figure 8-4. A DNS reply sent by the TLD name server.
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Figure 8-5. Challenges faced by Kevin Mitnick during the attack on SDSC.
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menting timer (e.g., a timer that increases every 64 seconds).
The next 3 bits are an encoding of the MSS (maximum segment size),
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Figure 8-7. Amplification factors for popular protocols
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